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AGENDA
Industrial Control Systems Cyber Security Advanced Training

Idaho Falls, Idaho

Monday Tuesday Wednesday Thursday Friday

7:00 AM

Red Team / Blue Team 
Exercise

8:00‐8:15 AM

Welcoming Remarks from 
DHS

CSSP Overview

Hands‐on Control  Systems 
Security Training

Breakout Sessions:
2 ‐ Advanced Metasploit Features

5 ‐ Basic Linux System Administration

8:15‐8:30 AM

8:30‐8:45 AM

8:45‐9:00 AM

9:00‐9:15 AM Break

Exercise Debrief

9:15‐9:30 AM

Control Systems Security 
Training

9:30‐9:45 AM Break

9:45‐10:00 AM

Breakout Sessions:
3 ‐ Basic Intrustion Detection
4 ‐ Network Exploitation

10:00‐10:15 AM Break

10:15‐10:30 AM

Hands‐on Control  Systems 
Security Training

10:30‐10:45 AM Break Break

10:45‐11:00 AM

Control Systems Security 
Training

Network

Perspectives & Roundtable

11:00‐11:15 AM
 Visualization Tool

11:15‐11:30 AM

Working Lunch Presentation
"Common Vulnerabilities"

11:30‐11:45 AM
Working Lunch

Red Team / Blue Team 
Collaborative Knowledge 

Transfer

11:45 AM ‐ 12:00 noon

12:00 noon ‐ 12:15 PM

Working Lunch Presentation   
"Threat Awareness"

Working Lunch 
Presentation

"Wireless Security"

Working Lunch Presentation   
"Forensics"

12:15‐12:30 PM

Breakout Sessions:
1 ‐ Network Discovery & Mapping

6 ‐ Basic Windows System 
Administration

12:30‐12:45 PM

Red Team / Blue Team 
Exercise

12:45‐1:00 PM

1:00‐1:15 PM

Hands‐on Control  Systems 
Security Training

Separate into Red Team & 
Blue Team;

Initial Briefings

End

1:15‐1:30 PM

1:30‐1:45 PM

1:45‐2:00 PM Break

2:00‐2:15 PM

Red Team / Blue Team 
Team Meetings Breakout Sessions:

2 ‐ Advanced Metasploit Features
4 ‐ Network Exploitation

2:15‐2:30 PM

2:30‐2:45 PM

2:45‐3:00 PM

3:00‐3:15 PM Break Break

3:15‐3:30 PM

Hands‐on Control  Systems 
Security Training

Breakout Sessions:
1 ‐ Network Discovery & 

Mapping
3 ‐ Basic Intrustion 

Detection

3:30‐3:45 PM Break Break

3:45‐4:00 PM

Team Strategy Meetings
Red Team / Blue Team 

Exercise

4:00‐4:15 PM

4:15‐4:30 PM

4:30‐4:45 PM

4:45‐5:00 PM

5:00 PM End End End

7:00 PM
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