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Power and Communication Infrastructure
NSF EFRI: Resilient and Sustainable Interdependent 
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• Study a power system and its communications network 
as a Cyber Physical System with cohesive 
interdependence between computing, networking, and 
system dynamic responses to perturbations.

• Investigate the modes of cascading failure in computer 
and power networks and mitigate their impacts.

• Enhance the robustness and resilience of 
interdependent power and communications systems.

• Enhance the sustainability of the smart grid by 
decreasing its impact on the environment.

Networking, Computing, and Stability Analysis
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Jean de La Fontaine’s Fable (1622-95)

• The oak is robust but fragile because it can be 
uprooted by a strongly enough wind.

• The reed is resilient but weak because it bends 
down to any wind and then it restores its shape 
once the wind has ceased. 

Wind

http://upload.wikimedia.org/wikipedia/commons/0/0b/Raunkiaer.jpg�
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The Five Operating States of a Power System
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Definition of Robustness and Resilience

• Robustness to a class of disturbances is defined as the 
ability of a system to maintain its function (normal state) 
when it is subject to disturbances of this class.

• Resilience to a class of unexpected extreme disturbances 
is defined as the ability of a system to gracefully degrade 
and to quickly self-recover to a normal state.

Normal
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Achieving Robustness and Reliability

• Robustness and reliability are achieved via equipment 
redundancy, strong coupling between system 
components, and centralized hierarchical control. 

http://www.google.com/imgres?imgurl=http://www.treehugger.com/nyc-power-plant-080828.jpg&imgrefurl=http://www.treehugger.com/2008/08/24-week/&usg=__7dpp4Kce1K_HEkMF64cbmfjrqSk=&h=312&w=468&sz=84&hl=en&start=11&itbs=1&tbnid=y2aamb2laYKE2M:&tbnh=85&tbnw=128&prev=/images?q=power+plant+clip+of+art&hl=en&gbv=2&biw=1167&bih=551&tbs=isch:1�
http://www.google.com/imgres?imgurl=http://www.treehugger.com/nyc-power-plant-080828.jpg&imgrefurl=http://www.treehugger.com/2008/08/24-week/&usg=__7dpp4Kce1K_HEkMF64cbmfjrqSk=&h=312&w=468&sz=84&hl=en&start=11&itbs=1&tbnid=y2aamb2laYKE2M:&tbnh=85&tbnw=128&prev=/images?q=power+plant+clip+of+art&hl=en&gbv=2&biw=1167&bih=551&tbs=isch:1�
http://www.google.com/imgres?imgurl=http://www.treehugger.com/nyc-power-plant-080828.jpg&imgrefurl=http://www.treehugger.com/2008/08/24-week/&usg=__7dpp4Kce1K_HEkMF64cbmfjrqSk=&h=312&w=468&sz=84&hl=en&start=11&itbs=1&tbnid=y2aamb2laYKE2M:&tbnh=85&tbnw=128&prev=/images?q=power+plant+clip+of+art&hl=en&gbv=2&biw=1167&bih=551&tbs=isch:1�
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Achieving Robustness 

• Robustness is achieved via
• the addition of redundant equipment in the 

system, for instance by adding lines, 
transformers, power plants.  This will increase 
the stability margins of the system;

• the implementation of control actions such as 
line switching or generation redispatch to alter 
the load pattern on the network.  These actions 
will modify the operating point of the system to 
a more secure state.

• the adaptive adjustment of the setting of the 
digital relays as the system operating state 
evolves. 
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Achieving Resilience via Modularity

• Resilience is achieved 

• via a segmentation of the system into weakly 
coupled subsystems to prevent the propagation 
of local failures to large areas via cascading 
events;

• via distributed and coordinated control actions.  
This control is emergent in that it results from 
the collective action of many agents. 

–The agents have to assess the level of the 
stress of the system and decide collectively 
the type of actions that they have to initiate.  
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Power System Segmentation (EPRI)
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Resilience is achieved via a segmentation of a power 
system into weakly coupled subsystems.
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Multiagent System for Microgrid Control 

Retail Market

Multiagent system performing a 
distributed control

Communication Network

Microgrid Microgrid
Microgrid Microgrid

Microgrid

Microgrid
Microgrid
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Robustness and Resilience Tradeoff

• A trade-off between robustness and 
resilience can be formulated as an 
optimization problem subject to a bound on 
the cost. 

• This optimization will indicate where to 
segment the transmission system via HVDC 
links and will give us the desired level of 
penetration of microgrids.
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Modeling of Cascading Failure in Power Systems

The variance of the Loss of Load Expectation (LOLE) for the direct 
method and the importance sampling algorithm

The IEEE reliability test system has 9 different types of 32 generating 
units ranging from 12MW to 400MW. 
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Control Center for Monitoring Substation IEC 61850

Intranet
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Agent Based Supervision of  Zone 3 Relays

• Master agents co-ordinate with slaves in a peer-to-peer manner
• Monitor and control power system through interconnected network
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Maximum Delays in the Network

Maximum delays in the network 
sharing same topology with the 

power lines

Maximum delay in the hierarchical 
network with LANs in the 

substation



19

What is a Microgrid ?

• A microgrid is a small-scale DC/AC electric power 
system that interconnects generation units and 
storage devices to residential, commercial or 
industrial loads via inverters, converters or 
rectifiers. 

• It may include AC and/or DC networks.
• It can be operated either in an islanded mode or in a 

grid-interconnected mode. 
• It can be connected to a single-phase or a three-

phase feeder at 480V- to 35 kV-voltage levels via 
fast responding power electronic conversion 
devices. 

• It can provide electricity and heat energy (CHP). 
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Microgrid Components
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Benefit:  Peak Shaving and Energy Saving

• Microgrids can contribute to bulk power peak 
shaving, load curve flattening, and electric energy 
saving via demand displacement. 

Peak 
shavingHollow 
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Enhancement of the Stability Margin

Main : Graphs

 Time... 0 10 20 30 40 50 60 70 80 90  
 
 

0 

100 

200 

300 

400 

500 

600 

Ro
to

r A
ng

le
 D

ev
ia

tio
n(

de
gr

ee
s)

Delta12 Delta13

-100 

-50 

0 

50 

100 

150 

200 

R
o
to

r 
A

n
g
le

 D
e
vi

a
ti
o
n
(d

e
g
re

e
s)

Delta12 Delta13

System without microgrid: critically 
unstable; Critical clearing time is 833 ms    

AB
C#1 #2

100 [MVA]
18 [kV] / 230 [kV]

Bus_7 Bus_8 bus_9

#1#2

100.0 [MVA]
13.8 [kV] / 230[kV]

bus_gen3

bus_4

bus_5

#1
#2

10
0 [

MV
A]

16
.5[

kV
] / 

23
0[k

V]

bus1

bus_6

V_bus

Gen2

Gen3

Gen1
C

Bus_2

V
A

V A

90.0 [MW] 30 [MVAR]

125.0 [MW] 50.0 [MVAR]

35
.0 

[M
VA

R]
10

0.0
 [M

W
]

Load A

Load B

Load C

Tm2Tm_steady

BRK

5.294 [MVAR]
-78.99 [MW

]

BRK

-18.89 [MVAR]
-77.15 [MW

]

Tim
ed

Fa
ult

Lo
gic

Timed
Breaker

Logic
Closed@t0BRK

VA

V
A

V
A

PI

COUPLED

SECTION
PI

COUPLED

SECTION

PI

COUPLED

SECTION

PI

COUPLED

SECTION

PI

COUPLED

SECTION

PI

CO
UP

LE
D

SE
CT

IO
N

VA

V A
V A

V A
V A

V
A

V
A

V
A

V A

V A

Ia

El

0.1 [ohm]
0.12[H]

0.1 [ohm]
0.12[H]

0.1 [ohm]
0.12 [H]

Microgrid 

A B C

CBA

BR
K1

Timed
Breaker

Logic
Open@t0BRK1

The microgrid increases the stability 
margins. Critical clearing time is 1.3 s



23

Mitigating Hurricanes’ Impacts

• Following hurricanes, microgrids can provide electric 
energy to customers in an islanding mode for several 
weeks. 

• A cost-benefit analysis is being carried out in a case 
study in Florida that integrates energy, transportation, 
water, and communications infrastructures
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• Development of theoretical foundations of a two-
level sustainability assessment framework (SAF)

Sustainability of Power and Communications Systems

Multicriteria Analyses 
and Optimizations

Plant 1
Environomic

analysis/optimization

Plant n
Environomic
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Sustainable Power System
• Selection of environomic sustainability indicators to assess the 

sustainability of the NW European regional transmission/distribution 
grid interacting with a set of micro-grids (Frangopoulos et al., 2010).

Indicators of positive SD

Indicators of negative SD

Sustainability Sub-index of group j, and
relative weight of indicator i in group j.

Composite sustainability index and relative 
weight of the indicator in group j.

Environomic Sustainability Indicators

Normalized Indicators

Weighting Factors of Indicators

Composite Sustainability Index

Technical
Sub-index

Environmental
Sub-index

Economic
Sub-index

Social
Sub-index

Technical
Group

Environmental
Group

Economic
Group

Social
Group

Indicators of positive sus-
tainable development (SD) Indicators of negative SD

Selection

Grouping

Judging

Normalizing

Weighting

Calculating
Sub-indices

Combining

Weighting factors
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Sustainability of Microgrids in the NW European Market

• Goal: Assess the sustainability of 
microgrids in the NW European 
market that consists of 15 nodes. 

• Market Simulator: COMPETES
(COmprehensive Market Power in 
Electricity Transmission and 
Energy Simulator) 
www.ecn.nl/ps/tools/modelling-
systems/competes/

• This Model was enhanced to 
quantify emissions and 
thermodynamic efficiency 

• Collaborators: O. Ozdemir and S. 
Hers, ECN (The Netherlands)

http://www.ecn.nl/ps/tools/modelling-systems/competes/�
http://www.ecn.nl/ps/tools/modelling-systems/competes/�
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Sustainable Power System

20 MWe

• Development of a 20 MW residential 
micro-grid configuration including 
renewable and non-renewable 
technologies with cogeneration tied 
to a NW European power network 
and used in an upper-level SAF.

Characteristics of MG 
technologies

Emission rates in the MG by 
technology  (ton/MWh)

• 50 Residential MGs are aggregated at 
the node Krim in the Netherlands

• The daily load demand is divided into 
base load, intermediate load, and peak 
load.
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• Microgrids (MGs) lead to an 
improvement in the 
energetic and exergetic
efficiency.

• MGs enhance the 
sustainability of a power 
system because they yield a 
reduction in both CO2 and 
NOx emissions.

• MG scenarios are less
economically sustainable 
due to the high capital costs 
of the MG technologies, 
especially fuel cells.

S1 – no MG, no CO2 price        S2 – MG, no CO2 price
S3 – no MG, CO2=25 €/ton      S4 – MG, CO2=25 €/ton

Application of an Upper-level SAF to 
the NW European Power Network

Impacts of Microgrids
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Conclusions

• Microgrids will allow a host of small-scale 
renewable energy resources to be interconnected 
with a power system.

• Microgrids will provide a power system with 
enhanced flexibility and agility during emergency 
conditions.

• Microgrids will represent a paradigm shift in power 
system operation and control.  They are one of the 
key components of a smart grid.
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