4th International Symposium Resilient Control Systems

The major purpose of this symposium is to extend and endorse particular concepts that will generate
novel research and codify resilience in next generation control system designs.
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a tutorial on the rging quantitative methods used to study the Qu'es, which are fundamental and
essential for the analysis and design of resilient systems. This session surveys the proposed metrics and
heuristic methods for assessing the resilience and security metrics of control systems in the literature as
well as in practice. Security is a pivotal aspect of resilience. We introduce concepts from game theory and
their applications in network security and privacy. The game-theoretic modeling provides insights to the
optimal defense mechanisms, attacker incentives and performance limits. The recent development from
the game-theoretical perspective offers emerging opportunities for the system-wide assessment of large-

scale systems. The session concludes with recent results and future work.

Topics:

1) Survey of resilience metrics proposed in literature and used in practice: the challenges and
the gap.

2) Introduction of game-theoretical methods in network security and privacy.

(3) Recent efforts towards a unifying metric for resilience: new results and emerging
applications.
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