
North American Bulk Power System: 
Need for Resilient and Secure Control Designs

Michael Assante
Vice President & CSO
August 11-13, 2009
Idaho Falls, Idaho



About NERC

Develop & enforce reliability standards
Analyze system outages and near-misses         
& recommend improved practices
Credible risk communicator
Assess current and future reliability

International regulatory authority for electric 
reliability in North America



3 Interconnects (systems) – Eastern, Western and ERCOT
NERC as the ERO works with industry to ensure reliability and security
– 8 regions depicted here

3 Interconnected Systems



The Electric Grid

Generation Transmission Distribution

5,000 plants 160,000 miles Over 1,000,000 miles

65% of monthly bill 5% of average customer 
monthly bill

30% of average customer 
monthly bill

Employs approx. 120,000 
people

Employs approx. 15,000 
people

Employs approx. 400,000 
people

The electric infrastructure underpins all others and is 
vital for both economic and national security



Competing System Goals

The most efficient system operates exactly at its 
operating limits with little adaptive capacity
– Every component is critical
– Every component utilized to its maximum
– Very economical as long as nothing breaks

A resilient system has sufficient adaptive capacities in 
the right places to withstand losses of any component 
– No one component is critical
– Components far from their operating limits
– Very robust but expensive to build and operate

A well designed extra high voltage transmission backbone will allow these 
competing goals to be effectively reconciled.



An Underpinning Infrastructure

Access to reliable electricity fuels 
our modern economies and 
sustains our growing cities

In modern society electric power is 
“a first among equals” compared to 
all other infrastructures

Highly complex and interconnected 
electric infrastructure



Common Electric Reliability Hazards 

Wildlife encounters
Storms (ice, hurricane, wind), tornados, earthquakes, fires
Aging staffs, skilled staff availability and labor disputes
Fuel disruptions and reduced onsite supplies
Aging infrastructures and critical components
Vegetation-related T&D outages
Lack of preventative maintenance
System congestion and operations close to load limits
Voltage/reactive reserve availability
Mal-operating system protection and controls
System complexity and coordination breakdowns
Accidents & other human activity 
Investment uncertainty, renewable mandates & environmental regulation
Physical security incidents



Major outages caused by hazards

Hurricanes in 1992 & 1996
Ice storms in 1998 & 2002
Human error in Chicago 1991
Various to include vegetation in 2003

“Security threats impacting the BPS have not been linked 
to major outages nor represent frequent events and are 
best defined as historically not  being a factor in North 
America.  This is not a true statement for other parts of 

the world.”  



The Electric Grid - Challenges

Energy Policy Objectives

“We are at a transformational moment –
a moment in history  when our interconnected 
world presents us, at once, with great promise 

but also great peril.”

President Obama, May 2009



Traditional Approach for 
Reliability Improvements
Collect necessary information
– Have the information or devise a plan to collect all the “knowns”
– Majority of reliability risks that challenge the bulk power system result in 

probabilistic failures that can be studied and accounted for in planning and 
operating assumptions 

Assemble reliability experts (system operators and planners)
– ERO can engage industry to apply the proper experience and background to 

work the “challenge”
Conduct an open, transparent, and deliberate process to evaluate the 
problem and devise effective mitigations
– Time scale is conducive to study, test and implement
– Information is shared freely to maximize contributions

Publically implement new mitigations (e.g. reliability standards)
Measure how mitigations improve reliability



Unique nature of structured threats

Unlike any other reliability concern:
– Understanding of cyber technologies change frequently

• New vulnerabilities & technical exploits
• Growing system complexity & connectivity/access paths (e.g. Smart Grid) 

– Potential threats can be unknown arise very quickly (global)
– Can require rapid and often confidential responses 

• Attackers are intelligent and watching 
– Attacker’s advantage - unbounded attack scenarios (vulnerabilities, technical threats, 

and consequences)
• Cyber threats can arise virtually anytime and anywhere across the vast array of communicating 

devices on the grid 
– Supervisory Control and Data Acquisition (SCADA), control rooms, power plants, 

substations, relays, meters, some transformers, capacitor bank controllers, to name just a 
few – and the systems to which those devices are connected 

– Probably don’t have all information and expertise
– Attacks might not happen making measurement difficult (human dilemma)

• Coordinated cyber, EMP, etc.
– How does one declare a safe state? (re-establish the integrity of the system)   



Change & enduring structures (BPS)

Threats are LOW
Vulnerabilities are LOW
Consequences are LOW

Threats are LOW*
Vulnerabilities are MED+
Consequences are MED

Threats are MED
Vulnerabilities are HIGH
Consequences are HIGH
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SCADA EMS

1975

Electric Capacity
In Decline & Aging 
Infrastructure

CIA disclosure

Smart 
Grid

2009

Risk over time:

Greater
Internet Use 

1960

SCADA

http://images.google.com/imgres?imgurl=http://scienceservice.si.edu/images/040012.jpg&imgrefurl=http://scienceservice.si.edu/pages/040012.htm&usg=__3676sIAiZFT_qmTZ4jEFpqq3rOU=&h=389&w=360&sz=59&hl=en&start=59&um=1&tbnid=PmyoUICM_1Do4M:&tbnh=123&tbnw=114&prev=/images?q=electric+transformer&ndsp=20&hl=en&safe=active&rls=com.microsoft:en-US&sa=N&start=40&um=1
http://ephemeralnewyork.files.wordpress.com/2008/11/blackout1965.jpg
http://images.google.com/imgres?imgurl=http://www.sjaaklaan.com/images/scada-2.jpg&imgrefurl=http://www.sjaaklaan.com/archives/archive_2007-m11.php&usg=__OFaIL5KmyWlVpznP6AK2yBwGiDg=&h=275&w=200&sz=17&hl=en&start=37&um=1&tbnid=W0ReAiG02dn8KM:&tbnh=114&tbnw=83&prev=/images?q=old+scada&ndsp=20&hl=en&safe=active&rls=com.microsoft:en-US&sa=N&start=20&um=1


Cyber & the pace of change



Reliability, resilience & security, 
goals

Mitigate consequences of a successful attack
Reduce the attractiveness of the power grid as a 
target
Identify emergent behavior / remove uncertainty
Shift the majority of our focus from intrusion 
prevention to engineering in resilience & safety, 
restoration, and system recovery



CIP Standards

Design a foundation for sound practices 
– “good housekeeping” requirements intended to help protect 

asset owners from unstructured cyber threats

NERC’s Reliability Standards development process 
enables the progressive and continuous improvement of 
Reliability Standards.
Important milestone to help ensure grid reliability by 
improving the resiliency of control system cyber assets 
and enhancing their ability to withstand cyber-based and 
physical attacks or insults 



Limitations of the CIP Standards

The CIP Reliability Standards alone, cannot eliminate the 
threat of a cyber disruption of critical national infrastructure  
– NERC has jurisdiction only to propose reliability standards for the 

bulk power system
• CIP Reliability Standards cannot address other critical assets – such as 

telecommunications systems, for example, or electricity distribution 
systems  

• Designed for asset owners & operators (leaves out designers and 
suppliers)

– The open process by which Reliability Standards are developed, 
while demonstrably successful in producing standards that have 
significantly enhanced the reliability of the grid, may not be ideally 
suited to sensitive subject matter where confidentiality is required 

– Standards take time to modify (foundational but static)
• Specific cyber security risk can be very dynamic 

The CIP Standards are a foundation to be built upon!



Greatest challenge to overcome

The potential for an intelligent cyber attacker to exploit a 
common vulnerability that impacts many assets at once, 
and from a distance
– Common or single point of failure
– Universal points for commands/action
– Data & network concentrations

• Convergence of safety and control
– Inherent trust in the system and between components
– Growing system complexity
– Consider HILF risk

• EMP/EMI requirements for components



Areas for Resilience & Security Research



Areas for Research Focus – Complex 
Systems

BPS requires complex system research to solve 
today’s and tomorrow’s challenges
– Interconnect wide emergent behavior
– Machine controls and set points
– System flexibility & adaptive learning
– Meteorology & the power grid

• Recognizing state changes

– Information verification
– Advanced visualization 

• SA degradation
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Areas for Research Focus -
Generation

Integration of highly variable generation
– Wind and Solar
– Distributed across larger areas
– Requires transmission to unlock resources 
– System flexibility
– At 2% of energy now
– Growing to more than 20%



Areas for Research Focus -
Generation

Other Research:
– Improving efficiency in the use of water 

resources for cooling
– Develop commercially viable energy 

storage systems for all time frames
– Designs of fossil-fired plant using less 

carbon fuels, increases system flexibility
– Generation control designs that are cyber 

secure, yet flexible



Areas for Research Focus -
Transmission

Develop and reliably integrate UHV (1100-1500 kV) lines to 
improve efficiency and unlock location-constrained sources 
(wind, CCS, etc.)

System design must use communications and control that 
are cyber secure (focus on authentications for control 
commands)

Using current and proposed advanced system cyber-
secure, diagnostics to better understand system and 
equipment conditions 

Smart Grid technologies will enable innovation, but system 
design must include cyber security

Wide area measurements and shared control significant 
data across interconnects (PMUs)

– Security model needs to be next generation
– Wide area (shared) measurements

Developing meaningful and accepted metrics (like 
frequency response) with tools (like PMUs) to better 
monitor and control the bulk power system



Areas for Research Focus -
Transmission

Better understand critical supply chain 
dependencies and risk

Continue with EHV component risk programs
– E.g. modular transformers, etc.

Study congestion and choke points relative to new 
construction needs from a resilience stand point

Directed energy and RF technical threats

Substation and line security technologies (e.g. area 
denial systems, etc.)

Flexible and well managed intelligent devices



Areas for Research Focus -
Distribution

“Smart Grid” devices (AMI AMR)
Cyber Security impacts - in aggregate –
large numbers of devices may impact 
BPS 
Integration of distributed resources 
(residential solar, PHEV, etc.) may bring 
two-way flow of communications and 
energy at the distribution level
Voltage Stability a concern that must be 
better understood

Not currently in the NERC’s jurisdiction



Addressing Cyber Risk

Requires a different approach, must include:
– Constant vigilance
– Urgent action (as technologies change, threats arise, and vulnerabilities are 

identified)
• information must be distributed to the individuals who need it most 

as quickly and securely as possible
– Layered defense (CIP Standards, Active risk identification & management, 

Communications)  

– Involved risk decision making model
• Identify, measure, and manage risk, scope and pinpoint specific 

issues, and determine the timeframe in which they must be 
addressed. 
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