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Outline

What ICS vulnerabilities do we know about?
–

 
NVD

–
 

OSVDB
–

 
Security vendors

–
 

ICS vendors
Issues in public disclosure of vulnerability info
–

 
Code re-use

–
 

Protection



NVD



NVD

National Vulnerability Database
I count 30
Example flow: finder → US-CERT → CERT/CC 
→ vendor → patch → MITRE → NIST NVD
–

 
SISCO OSI stack 

–
 

OPC Servers 
–

 
Cisco Physical Access Gateway 

–
 

Art Manion
 

(of CERT/CC) sees trend away from 
neutral party disclosure

Presenter
Presentation Notes






NVD

Q1 2009 saw 10 additions – most ever
Q2 2009 saw no additions



OSVDB



OSVDB

Open Source Vulnerability Database (OSVDB)
I count NVD (30) + 3
Researcher → mail list (e.g. FD, bugtraq) → community 
notices → submits to OSVDB
Examples: Phoenix contact, Lantronix



Security vendors and practitioners



Security vendors and practitioners

Security vendors and practitioners
1017
Discovery (e.g. reverse engineering, fuzzing) 
Purchase (Tipping Point ZDI, iDefense VCP)
Examples
–

 
Wurldtech

 
(Delphi 1000+, 16 per device)

–
 

AlienVault
–

 
Other posts from researchers

–
 

May not end up in DB



Intentional leakage?



ICS Vendors



ICS Vendors

Product support announcements
Lots of these, I can point to 5
Description of how a vulnerability ends up in 
vendor hands
–

 
internal testing 

–
 

external information (e.g. Microsoft patches)
Example: ICONICS



ICONICS

Jan 2007



ICONICS

Found by CERT/CC using software now open 
source in demo OPC ActiveX controls
Sep 2008: researcher posts exploit to Milw0rm
Oct 2008: Blog reports Web-hosted exploit
Oct 2008: US-CERT issues CIIN-08-302-01
–

 
Criticism repeated

Look deeper: vuln in DlgWrapper.dll
Jan 2007 common component update includes 
new DlgWrapper.dll



ICONICS



Issues in public disclosure 

OEM/third party make it difficult to track down 
what is vulnerable 
Examples
–

 
Microsoft announcements and vendor testing (Direct 
X early July 2009)

–
 

Rockwell Automation Ethernet Bridge Web server 
(Feb 2009)

–
 

ABB’s Markus Braendle: vendors in a hard spot
–

 
LiveData

 
and NukePHP

–
 

Art Manion
 

CERT/CC says tracking possible



Issues in public disclosure

Protection 
Examples
–

 
AREVA -

 
signature

–
 

Snort signatures by Digital Bond
–

 
OMRON Fins proprietary by Sourcefire

Threat of reverse engineering
Signature obfuscation?



Conclusion

There are lots of ICS vulnerabilities
Value in looking deeper
Solutions
–

 
Vendor policy: 

•

 

Follow existing recommended practice for vuln

 

handling
•

 

Security DLC
•

 

Greater transparency

–
 

Asset owners
•

 

Push back on vendors –

 

demand to know
•

 

Share information
•

 

Learn to act on vulnerability information
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