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Cyber Security and Critical
Infrastructure Protection

e Complex Infrastructures
® Multiple interacting systems

® Often under different administrative
control

e \ery large number of heterogeneous
sensors and data streams

® Multiple operating time-scales for
different components and subsystems

® Time-critical / Mission-critical

e Users generally track specific metrics
at any given time.

e Difficult to model and predict

® Require some level of automated VRN T R
monitoring and control N W W L5 i
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Automation in Complex System Monitoring

® Small scale systems were first
monitored directly by users.

® User has a mental model of the
system

® Single administrative domain

® |Increasing scale and complexity
requires some level of automation
e High-tempo events
® Large number of nodes
® Large number of events
e Complexvery complex model

® Human becomes increasingly
detached form the system

® Control/Defense becomes brittle
and hard to understand/control Automation

L
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Enterprise Security
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Agent Knowledge
Management Management

Agent Knowledge
Management Management

Intelligent Traffic Management and
Critical Infrastructure Protection
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Bio-Inspired Tactical
Infrastructure Protection
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Defense Infrastructures Incorporating

e Design security infrastructures to
enhance human capabilities and

Principles of Human-Automation Teamwork
performance on monitoring,

f \
w' !
Autonomic \ V4 ' diagnostics and control of complex

Defense Infrastructures and critical systems.

e Design new defense infrastructures
with significant automation but
which are capable of sophisticated
joint activity with people

(] ]
Ilhmcw Marco Carvalho (mcarvalho@ihmc.us)



Six Key Research Thrusts

Semantically- Distributed
S: ft;‘z:;e Rich Policy Learning and
9 Services Adaptation

Testbeds for
Mixed Initiative
System
Evaluation

Joint Activity
Theory for
System
Resilience

Visualization
and Control
Interfaces
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Key Research Thrusts: Software Agents

Luna Conceptual Architecture

The Luna Agent System
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Lightweight and Efficient

Comprehensive Policy-Governed
Operation

Controlled Hosting Environment
Agent Persistence

State Mobility

Dynamic Load-Balancing

Adaptive Resource Utilization for
Scalability

Resource Awareness and Control
Flexible Agent Messaging
Full Semantic Representation

Automatic Generation of OWL
Ontologies

Easy to Learn, Use, and Maintain
Robust Implementation

mna Host Environmenth
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Key Research Thrusts:
Semantically-Rich Policies

Benefits

*  The application of policy to regulate
agent and system behavior makes ‘ S T —
interaction as natural and effective as ot e e e e e
possible, while providing assurance that
security and other important operational
concerns are fully respected.

Policy Temolates
Policy Editor

Hypertext Policy Editor

Policy 1D:

Policy Name: | BCT Priority Intel Requirement Notification

Description: | BCT required to notify Division about new Intel matching a known Priority Intel

Priority: |2

Condition

This policy always applies.

Policy Statement

/ 4 “ MembersOfDomainBCT is obligated to start performing SendCommunicationéction which has attributes:
= all carrieshVlessage values equal the Trigger action's receivedDocument values

| all hasDestination values equal the Trigger action's creator of the pirhatchedOrders values

[ all requestedBy values equal the Trigger action's recipient of the pirhatchedOrders values

| after MembersOfDomainBCT finishes performing ReceiveD which has any attributes

|
Policy Changes

£ New Palicy Wizard

Select the type of the new policy:
© Palicy aithorizing
O Policy forbidding an action

& New Policy Wizard

O Policy obligating an action when a trigger action is performed e Iec L e OF Sction Stk Tioriz e by tids poloys

© Policy waiving an obligation | Communicationaction v
Select the action attributes which are relevant to this
policy:

isPartof

calledservice

hasstatus

performedsy

calledoperation

hasParameter ‘

O ack ‘ Next ‘ Cancel carrieshessage
replyTo

hasPartner

@ @ e & concel
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Key Research Thrusts:
Testbed for Mixed-Initiative Research

Benefits

» Data sources and data management
infrastructure are securely housed as
part of IHMC-Ocala’ s Cyber Security
testbed facility, and supports distributed
evaluation and experimentation to
IHMC-Pensacola and potentially other

sites. Cyber Defense Laboratory facilities at

IHMC-Ocala
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Key Research Thrusts:
Learning and Adaptation

Benefits

« Distributed policy learning
and adaptation provides a key
capability for the realization multi-
agent software systems that keep
the human in the loop, and in
control, while allowing for
automatic or semi-automatic

State:{{D,C,F} {2,3})

(1) exec _, send->3,
(2) exec _, send->2,
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Key Research Thrusts: Visualization

Benefits

* Thetechniques used to present data will
enable operators to discover anomalies and
key data relationships.

* Innovative processing techniques allow
visualizations to answer a number of
different questions while accessing
underlying data only once.

»  Visual display of group problem solving
behavior promotes greater team efficiency.
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Thank you!

Marco Carvalho
Research Scientist
mcarvalho@ihmc.us

(850) 202-4446

Institute for Human and Machine Cognition
15 SE Osceola Ave.
Ocala, FL.

www.ihmc.us
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