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Motivation:
• Wireless sensor networks (WSNs) have been proposed for 

many applications:
– Monitoring and control of machinery, structural health 

monitoring, environmental monitoring.
• Sensor nodes are lower-cost and thus potentially more 

vulnerable to faults and failure 
• Deployed in large quantities and often in locations with low 

accessibility 
• Automatic fault detection and identification is needed
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Taxonomy of Sensor Fault:
• Not completely inoperable, but measurement output is partially 

corrupted
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Normal Signal

Spike: shaking of wire 
connector

Drift: fluctuation of 
temperature

Non-linearity: loose 
attachment of sensor



Outline:
• Reference-free and decentralized fault detection 

algorithm for WSNs
• Linear relationship between sensor pairs
• Spike detection using autoregressive modeling
• Simulation and results
• Conclusion and future work
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Analytical Redundancy:
• Nodes are not independent:

– There exist a relationship between sensors monitoring 
a physical system

• Different methods have been developed based on 
redundancy:

– Discrepancies detection by Kalman filter [Da & Lin 1995]

– Output estimation by reference sensors [Li et al. 2007]

• Technical challenges:
– However, system model and reference sensors are 

sometimes “expensive” to obtain
– Centralized algorithms require heavy communications
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The Big Picture:
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Pair-wise Linear Relationship:
•
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Pair-wise Linear Relationship:
•

8



Spike Error Detection:
•
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The Error Function:
•
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Individual Spike Fault as a Signal:
•
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Spike as a signal:
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Spike Detection:
•
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Spike Detection:
•
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Simulation:
• Four-degree-of-freedom spring-mass-damper 

system

– Mathematically is a general problem whose 
model corresponds to electrical circuits and 
vibrating structures
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Results:
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Results:
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Results:
•
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u=(sin(t*100)+sin(t*10+pi/2)), accel.
u=sin(t*10+12.5)*10, accel.
u=sin(t*10+12.5)*10, disp.
u=randn(1,N), disp.
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Results:
•
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u=(sin(t*100)+sin(t*10+pi/2)), accel.
u=sin(t*10+12.5)*10, accel.
u=sin(t*10+12.5)*10, disp.
u=randn(1,N), disp.
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Conclusion:
• Proposed an ARX-based spike failure detection method
• Reference-free, decentralized and does not require the 

system input
• Requires all excitations can be regarded as a single source 

and there are good signals to train ARX model
• The performance depends on the shape of ARX 

coefficients, detection threshold, spike amplitude and 
observation noise of the sensors.
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Future Work:
• Control the shape of the ARX coefficients through 

regularized training
• Evaluate more than two sensors at a time
• Detect other fault type using ARX models:

– Drifts
– Nonlinearities
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