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Session S/1-05:

Game theoretic approach to network security and reliability
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is wbr}g_shop session is to discuss researchhgis for analyzing and irﬁproving ae_curi_t_y_and
reliability of | erdepglgeniihfrastructure networks. We will discuss the progre$ m_adgov_eir the past year
at the TRU _%g and Technology Research Center in applﬂng game theo;etig:__tﬁols tp_segyrity
assessment and improvement. L —

Topics:

Security and reliability metrics for large-scale networks
Analysis of network interdependencies .

Managing residual risks for critical infrastructure systems

Incentive mechanisms for security: economic perspective

Chairs:

e Galina A. Schwartz (TRUST, UC Berkeley) schwartz@eecs.berkeley.edu
e Saurabh Amin (TRUST, UC Berkeley) saurabh@eecs.berkeley.edu
e S. Shankar Sastry (TRUST, UC Berkeley) sastry@coe.berkeley.edu

We request 3 slots of 1.5 hours each. During the first slot we will focus on game
theoretic aspects of several important security problems. In the second slot, we will
address the problems that arise due to network induced interdependencies of critical
infrastructure systems. In the last slot, we will discuss security and reliability metrics,
and incentive mechanisms for improving security.


mailto:schwartz@eecs.berkeley.edu�
mailto:saurabh@eecs.berkeley.edu�
mailto:sastry@coe.berkeley.edu�

