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The AFIT of Today is the Air Force of Tomorrow, H——

e Current defense focus
» Protect network perimeter
* Network segmentation and enclaves
o Trusted communication paths
 Maintain system security updates
e |IT focused

e Limitations
« Lack of security at field device level
* No logging capabilities
* Not designed to incorporate additional applications
e Extensive costs to retrofit
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\/ EXposures AAFIT
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The AFIT of Today is the Air Force of Tomorrow.

« History of targeted and untargeted failures
« Sobig infects Amtrak headquarters
o Slammer disables OH nuclear plant safety monitoring
 Traffic spike disrupts Browns Ferry recirculation pump
e Stuxnet

o Growing concerns and uncertainty
* Project Basecamp
« Metasploit modules released for ICS-specific devices

o Leverett identifies 10,000 ICS devices exposed to the
Internet
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The AFIT of Today is the Air Force of Tomorrow . e ———

 Reconnaissance
« Obtain information about targeted system

e Scanning
 Intrusion detection systems
o Antivirus
 Honeypots

e Galning access
e Maintaining access
e Covering tracks
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Field Device Emulation MFIT
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The AFIT of Today is the Air Force of Tomorrow . e —

 Requirements

Functionality consistent with actual devices
Conform to protocol standards

Maintain state

|ldentify reconnaissance and scanning activities
Provide logging and alert capabilities

No Impact to operations

Inexpensive
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Gumstix Technology

The AFIT of Today is the Air Force of Tomorrovy, H—

 Inexpensive ($200)

e Open embedded framework
* Readily configurable

» Expansion capabilities
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The AFIT of Today is the Air Force of Tomorrow.
HMI / Master Terminal

Emulated PLC
(Gumstix)

Allen Bradley Allen Bradley
MicroLogix ControlLogix
= 1100 1769
S
Data
Logging
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The AFIT of Today is the Air Force of Tomorrow.

 Programmed to emulate Modbus PLC device
« Implements common set of function codes
* Triangle Microworks Protocol Test Harness

 Functional examination

o Comparison with Omron and AB PLC devices
« Syslog remote logging capabillity

« Out-of-band reporting
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The AFIT of Today is the Air Force of Tomorrovy, H—
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The AFIT of Today is the Air Force of Tomorrov, EE——
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The AFIT of Today is the Air Force of Tomorroyy, E—
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“w Examination ZAFIT

The AFIT of Today is the Air Force of Tomorrovy, H—
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The AFIT of Today is the Air Force of Tomorrow.

e Deployment to operational environment
« |dentify reconnaissance and scanning attempts
o Early detection against propagating malware

« Offers situational awareness
 Augments IT security protection
 Indicators other than inherent operational functionality
 What is the current state of adversary activity?

o Attributes

* |[nexpensive
o Configurable
e Event logging
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The AFIT of Today is the Air Force of Tomorroyy . e ——
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