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New CPS, Old Concerns…  
• Old Concern: Vulnerability Assessment 

– How to identify vulnerabilities?  
– What information is important? 
– How can it be used to improve CPS? 



• What Attacks are possible against … 
– Communication Channel? 
– UAV? Base Station? 
– Operator? Environment? 

• Can we Analyze this in a Systematic Manner? 

Concerns Applied to Small-Scale UC 



Our Proposal 
• What Attacks are possible against … 

– Communication Channel? 
– UAV? Base Station? 
– Operator? Environment? 

• Can we Analyze this in a Systematic Manner? 
– Modeling CPS [-interactions] with Extended DFD (xDFD) 
– xDFD-based Systematic Vulnerability Analysis 



Selected UC: Quad-rotor UAV 
• Comparatively detailed 

Documentation available 
– Modeling and Analysis 

of existing CPS possible 
• Comparatively Simple 

– Suitable for manual in-
depth Analysis  

• Contains Elements 
common for other CPS 

– Results/Experience 
applicable for other CPS 

[image: http://www.asctec.de] 



Extended Data Flow Diagrams (xDFD) 
• Extended DFD contains 

– Cyber and Physical 
Components  

– Cyber and Physical 
Data Flow between 
Components 

– Communication Flow 
and Medium 

• Approach: for every xDFD 
element analyze… 

– How it can be attacked? 
– What are 

consequences? Operations 

Maintenance 



“Traversing” xDFD (1/3) 



“Traversing” xDFD (2/3) 



“Traversing” xDFD (3/3) 



Identified Attacks 
• Principally different Attacks: 19 
• Attack Categories 

– Cyber 
– Cyber-Physical  

• Effects (Violated Properties) 
– Security, Dependability 
– Timing 
– Reduced Resource Lifetime 
– CPS/Component Damage 
– Environmental Damage 
– Violation of Laws/Regulations 
– … 

• Observation: Frequent “Outbreaks” from Cyber-Domain! 



xDFD-based Analysis: Outcome 
• List of Identified Attacks 

– Textual Description 
– Purpose-based Blocks  

• Important Questions 
– What Information is  

Important/Useful? 
– Description Structure? 

 

Taxonomy & 
Attack Description Language 



Taxonomy – Preliminary Results 
• Two Dimensions: Distinction between… 

– Influenced Element 
– Victim Element 

• Advantages: Description of… 
– Cross-Domain Effects 
– Cross-Layer Effects 
– Various Abstractions 

• Taxonomy: What Missing? 
– Further Dimensions 
– Relationships between Dimensions 
– Attack Description Language 



Questions? 
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