Tuesday, August 14 - Tutorials & Workshops

7:00 a.m. Breakfast and Registration (2nd Floor Atrium)
8:00 a.m. Opening Welcome: Richard Brown, University of Utah (Alpine Ballroom)
8:15a.m. Introductions and Logistics: Jodi Grgich (Alpine Ballroom)
8:30 a.m. Keynote: Tamer Basar, University of lllinois Urbana-Champaign (Alpine Ballroom)
9:30 a.m. Morning Break (Grand Ballroom)
Experimental Security Panoramas for Critical System Protection Workshop
(Canyon B&C)
Chairs
. . . Miles McQueen, Idaho National Laboratory
$503: Tutorial on 'S?atlc and Dynamic Game Theory Annarita Giani, Los Alamos National Laboratory
for Resilient Control Systems Eugene Santos, Dartmouth College
(Cacr;]y(.)n A) (Each presentation is 25 min with a 5 min Q&A session)
airs
10:00 a.m. .
Tamer Basar, University of lllinois, Urbana- " "
A Session Chair: Eugene Santos
Champaign
Quanyan Zhu, University of lllinois, Urbana- Evaluating a ROP Defense Mechanism, Angelos Keromytis
Champaign
The Importance of Realistic Quantitative Studies of Malware Detection, Mihai Christodorescu
Coactive Emergence as a Sensemaking Strategy for Cyber Defense, Jeffrey Bradshaw
11:30 a.m. Hosted Lunch with Keynote: Robert Osborn, National Nuclear Security Administration (Alpine Ballroom)
Session Chair: Miles McQueen
ReSia Technical Committee Experimenting with Live Cyberattacks for Testing Deceptions, Neil Rowe
(Canyon A)
1:00 p.m. Chairs Empirical Analysis of System-level Vulnerability Metrics through Actual Attacks, Mathias Ekstedt
Milos Manic, University of Idaho
Craig Rieger, Idaho National Laboratory
Lessons Learned and an Experimental Framework for Access Control Biometric Usability, Alex Kilpatrick
2:30 p.m. Afternoon Break (Grand Ballroom)
Session Chair: Annarita Giani
RCS University Challenge ) ) . )
(Canyon A) Big Data for Security: Challenges, Opportunities, and Experiments, Pratyusa Manadhata
3:00 p.m. Chairs
Frank Ferrese, Naval Surface Warfare Center Testing the Edge: Cyber Security Testing in the Smart Grid, David Nicol
Craig Rieger, ldaho National Laboratory
Trustworthy Transportation Networked Control Systems, Saurabh Amin
4:30 p.m. Adjourn
Human Systems Symposium Planning Session
(Canyon C)
4:35 p.m.
P Chair

Barrett Caldwell




Wednesday, August 15 - Papers

7:00 a.m. Breakfast and Registration (2nd Floor Atrium)
8:15 a.m. Opening Remarks and Daily Agenda: Jodi Grgich (Alpine Ballroom)
8:30 a.m. Keynote: Yacov Haimes, University of Virginia (Alpine Ballroom)
9:30 a.m. Morning Break (Grand Ballroom)
Cyber Awareness )
Complex Networked Control Systems (Canyon B) Data Fusion Human Systems
(Canyon A) C:air (Canyon C) (Seminar Theater)
Chairs Marco Carvalho, Institute for Human and Machine Chairs Chairs
Frank Ferrese, Naval Surface Warfare Center ! Cognition Devendra Garg, Duke University Barrett Caldwell, Purdue University
David Scheidt, Johns Hopkins University ) 8 . Manish Kumar, University of Cincinnati Scott Kerick, Army Research Laboratory
Jonathan Butts, Air Force Institute of Technology
Improving Cyber-Security of Smart Grid Systems via  [Computational Intelligence based Anomaly Detection
A Resilient Condition Assessment Monitoring System, proving Ly ) ! y. . : Ay v p%j ) : '8 Y ] : A Dual-Process Cognitive Model for Testing Resilient
10:00 a.m. R Anomaly Detection and Linguistic Domain for Building Energy Management Systems, Dumidu )
Humberto E. Garcia . K - Control Systems, Jim Blythe
Knowledge, Milos Manic Wijayasekara
Resiliency of Linear Svstem Consensus in the Towards Characterization of Cyber Attacks on Musings on Persistent Excitation Prompt New
ili i us i
10:20 a.m. Presenceyof Channel yNoise Qing Don Industrial Control Systems: Emulating Field Devices [Weighted Least Squares SysID Method for Nonlinear [Simulation and Human Factors in Modeling of
! & & Using Gumstix Technology, Jonathan Butts Differential Equation Based Systems, Charles R. Tolle |Spaceflight Mission Control Teams, Barrett S. Caldwell
Adap.tive Ne‘ural Replication and Resilient Control Ageﬂt-based Cyber Control Strategy Desig.n for Augmenting Probabilistic Risk Assessment with WESBES: A Wireless E.mbed.ded Sensor for IrTlproving
10:40 a.m. |Despite Malicious Changes to the Plant, Chang-Hee [Resilient Control Systems: Concepts, Architecture and . . ) Human Comfort Metrics using Temporospatially
. Malevolent Initiators, Curtis Smith
Won Methodologies, Quanyan Zhu Correlated Data, Joel Hewlett
Data Quality Assessment: Modeling and Application |Systematic Analysis of Cyber-Attacks on CPS —
) Qu v . ng . pRicatl Y . : .y : . ¥ Collective Perception in Large-Scale Networked . ) L )
11:00 a.m. [in Resilient Monitoring Systems, Maruthi Evaluating Applicability of DFD-based Approach, K Resilience in Control Room Modernization, Ron Boring
i i Systems, Manish Kumar
Ravichandran Mark Yampolskiy
11:30 a.m. Hosted Lunch with Keynote: Mark Maybury, US Air Force (Alpine Ballroom)
§S02: Smart Grid S ity, Resili d Pri . .
Complex Networked Control Systems mart &t 72:: Zn Be)5| lency and Frivacy SS04: Co-Robotics and Tele-Presence $S01: Science of Test
continued (Canyon A) Ch‘;irs (Canyon C) (Seminar Theater)
Chairs Robin Berthier, University of lllinois, UC Chairs Chairs
i ier, Universi inois, - . .
Frank Ferrese, Naval Surface Warfare Center i . ¥ . Corrie Nichol, Idaho National Laboratory Col Reed F. Young, Yuma Proving Ground
X K . . R Rakesh Bobba, University of lllinois, UC . . . .
David Scheidt, Johns Hopkins University . - . . Prof. Mark Colton, Brigham Young University Bob VonDell, Yuma Proving Ground
Alvaro A. Cardenas, Fujitsu Laboratories of America
Passivity-Based Trajectory Tracking Control with
IV! Y . ! y ) g w! Supporting Human Interaction with Robust Robot The Science of Test at the US Army Yuma Proving
1:00 p.m. |Adaptive Sampling Over a Wireless Network, Emeka
. . . . Swarms, Sean Kerman Ground, COL Reed F. Young
Eyisi Cyber-Physical Systems Security for Smart Grid,
§ . . Manimaran Govindarasu A Payload Verification and Management Framework Autonomous Systems Test and Evaluation
Time scale analysis and control of wind energy . . .
1:20 p.m. . ) for Small UAV-based Personal Remote Sensing Requirements Study: A Roadmap to Robust Testing of
conversion systems, D.S. Naidu .
Systems, Calvin Coopmans Autonomous Systems, Tracy Sheppard
Force Control and Nonlinear Master-Slave Force
A Novel Numerical Integrator for Structural Health Towards Addressing Common Security Issues in . l . v . US Army Test and Evaluation Command's Reliability
1:40 p.m. . . . L. Profile to Manage an Admittance Type Multi- ) .
Monitoring, Suresh Thenozhi Smart Grid Specifications, Apurva Mohan . ) Growth Lessons Learned, Michael J. Cushing
Fingered Haptic User Interface, Anthony L. Crawford
Characterization of Complex Geographic Terrain to
Resilient Control System Execution Agent (ReCoSEA), |A Case for Validating Remote Application Integrity for How to Keep Smart Agents Smart in Off-Normal zatl ) plex grapni I,
2:00 p.m. Support Testing of Autonomous Systems, Eric

Kris Villez

Data Processing Systems, Jonathan M. Chu

Situations, Keith Daum

McDonald




2:30 p.m. Afternoon Break (Grand Ballroom)
C t Poster Sessi
3:00 p.m. oncurrent Foster session Continuation of SSO1: Science of Test
(Grand Ballroom AB)
Invitation Only Sessions BD-000353 Michael Balchanos
BD-000442 B tt Caldwell
Cyber Awareness Symposium and ESP-CSP Planning arre aldwe
. . . BD-000469 Calvin Coopmans
Multi-agent Analysis Workshop Session R
BD-000906 David I. Gertman
3:30 p.m. (Canyon A) (Canyon B)
. . BD-000108 Peter Hawrylak
Chair Chairs BD-000361 Peter Horvath
Craig Rieger, Idaho National Laboratory Carl Kutsche, Idaho National Laboratory )
. . BD-000167 Kevin McCarty
Miles McQueen, Idaho National Laboratory BD-000639 Erik Reed
Marco Carvalho, Florida Institute of Technology
5:00 p.m. Adjourn
6:00 p.m. Hosted Dinner with Keynote: Jeannette Wing, Carnegie Mellon University (University of Utah - The Tower at Rice-Eccles Stadium, Scholarship Room)
Thursday, August 16 - Panel Discussion
7:00 a.m. Breakfast and Registration (2nd Floor Atrium)
8:15a.m. Opening Remarks and Daily Agenda: Jodi Grgich (Alpine Ballroom)
8:30 a.m. Keynote: Vojislav Kecman, Virginia Commonwealth University (Alpine Ballroom)
9:30 a.m. Morning Break (Grand Ballroom)
10:00 a.m. Government Panel Discussion
11:30 a.m. Closing Remarks: Craig Rieger, Idaho National Laboratory
11:40 a.m. Adjourn
University of Utah Tour (Optional)
Algorithmic Robotics Lab
1:30 p.m. Center of Excellence for Smart Sensors

TreadPort Lab
Applied Cognition Lab

3:30 p.m.

End of Tour




